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sCA Day 2 AGENDA

e Security Supplement
— Security Supplement Overview
— Security APIs

* API Supplement
— API Overview
— SCA APlIs
— Building Blocks
— API Creation
— API Summary

SCA Technical Overview Day2- 2
16 - 20 September 2002



Security Supplement Overview



S}ESA SCA Security Supplement

» Defines security requirements for JTRS
 ldentifies behavioral impacts of these requirements
« Defines an API set to support the requirements

» Uses Common Criteria Evaluation Assurance Levels
(EAL) used as a basis for requirements definition

o Written for SECRET System-High (EAL-3) operation but
does not prohibit higher levels of assurance
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sCA

ThS Security Requirements

* Requirements are broken down into the following
elements
— Cryptographic Subsystem (CS/S)
— INFOSEC Boundary
— Equipment Level Boundary
— JTRS Security Policy
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SCA

JTRS CS/S Requirements Breakdown

 General Requirements
 Initialization, Operation and Termination
o Keystream Functions
 |dentification and Authentication Functions
 Integrity Function
o Security Management Function
o Cryptographic Bypass
— Gets special attention in this presentation
e Cryptographic Status and Control Functions
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Slﬁsn SCA Impacts on Bypass

* The distributed component nature of the SCA, using
CORBA, requires Core Framework control / status
messaging between red and black sides

« CORBA messages consist of "marshaled"” data
embedded in a transport protocol (i.e. not in a readable
structure when not in application space), making
security checking difficult

o SCA-compliant Embedded INFOSEC solutions are
achievable but will require new approaches and
Innovative systems engineering to solve
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SPA Bypass

TRS

* Bypass enforcement mechanisms (guards) are
parameterized by security policies
— Type
— Size
— Range of values
— Frequency

o Control/Status Bypass
— Control/Status Bypass has no specific API

— Platform and Waveform specific security policies define the
parameters of the control/status bypass guard

 Header Bypass
— Encrypt / Decrypt APIs for Red-Black / Black-Red support
bypass of a header
— Waveform-specific security policies define the parameters of
the header bypass guard
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chA INFOSEC Boundary
JIRS Requirements Breakdown

* Process Separation

» Discretionary Access Control
 |dentification and Authentication
 Object Reuse

o System Integrity

 Core Systems Applications
— Security API
— HMI Security Policy Enforcement
— Installer
— Audit
— Crossbanding
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sCA Equipment Level Boundary
e Requirements Breakdown

 TEMPEST
e Tamper
» Electrical Protection
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sﬁsﬂ Behavioral Impacts Breakdown

o Key Selection

o Software Installation
 Power-up Sequence
e |nstantiation

e Operating System
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SCA Purpose of Security APIs

JTRS

* Provide interfaces which support the security
architecture and requirements defined in the Security
Supplement

— Interfaces to the cryptographic subsystem
— Support security policy enforcement

« Portability of Applications
— Security Aware application portability
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S}ESA Security API Organization

 JTRS Security Services are partitioned into groups
e Each group corresponds to a CORBA Module (IDL)

« Each interface with a CORBA module represents a
service

e Each operation within an interface represents a service
primitive

« This convention provides consistent naming and avoids
global name space pollution
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cCA

JTRS

SCA Technical Overview
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Alarm
(from JTRSSecurity)

Crypto
(from JTRSSecurity)

landA
(from JTRSSecurity)

Time
(from JTRSSecurity)

JTRSSecurity

Algorithm
(from JTRSSecurity)

Fill

(from JTRSSecurity)

Key

(from JTRSSecurity)

Certificate
(from JTRSSecurity)

GPS
(from JTRSSecurity)

Policy
(from JTRSSecurity)

Transec
(from JTRSSecurity)

JTRS Security API Organization
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Slﬁsn Security APIs and the CF

o Security APIs exist at CF ports

— Static elements such as managers and controllers are
implemented within a CF::Device responsible for security
management

— Dynamically instantiated elements such as those implementing
the Encrypt/Decrypt interfaces may be implemented within
CF::Devices responsible for data transfer

e Security components are connected with waveform
components by the ApplicationFactory

— The components and connections are described in the SCD
and SAD

e Security components are connected with CF and other
platform services via the DomainManager
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Sﬁsn Basic Types

J

<<CORBATypedef>> <<CORBATypedef>>
ChannelldType IdSequenceType
‘<<uses>>
V
<<CORBAStruct>> <<CORBATypedef>>
Fseconds : unsigned long

| &inanoseconds : unsigned long

<<CORBAStruct>>
DateType

Fgyear : YearType
[day : DayType
) N\ <<uses>>
<<uses > AN
e N\
<<CORBATypedef>> <<CORBATypedef>>
YearType DayType

SCA Technical Overview Day 2 - 18
16 - 20 September 2002



SCA JTRSSecurity (Management
e Service)

<<Interface>>
Manager

DzeroizeAll() : void

* Provides global zeroization
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sCA Fill

TRS

Port Service

— Provides control over fill port
— Supports DS-101, DS-102 and serial port fills

Port User Service

— User (HMI) must implement this interface

— Primarily to support DS-102 which requires manual intervention
to enter DS-100-1 tag information.

Bus Service
— Supports fill over a network (Black fill)

Management Service

— Interface is not implemented itself. It is inherited by other
services

— Defines generic operations to manage fill data
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CA

JTRS Fl ” (cont’d)

<<Interface=>> <<Interface=>>
Port PortUser

-Configure(type 1 in PortType) : void signalConnectDevice(instruction : in string) : void

-enable() - void signalLoad(instruction : in string) : void

| ®disable() : void [®signalAssignld(instruction : in string) : void

[®oad() : LoadResultType

\ <<uses>> ~ =<uses>=>=
<<us/eS>> —
[~ N <<CORBATypedef>> <<CORBATypedef>>
<<CORBAENuUM=>=>>=> <<CORBAENuM=>=>=> IdType IdSequenceType
PortType LoadResultType (from JTRSSecurity) (from JTRSSecurity)
PEPT_DS101 PELR_COMPLETED A —
[PT_DSs102 [ LR_DEVICE_ERROR / /
[PT_RS232 [ZULR_CORRUPTED_LOAD <<use... s<uses==>
7 ~
e
<<Interface==>
Manager
——Interface—— [ zeroize(id : in IdType, override : in boolean) : void
File System [ ®zeroizeAll() : void
(fFrom CF) getlds (ids : out IdSequenceType) : void
expiry(id : in IdType, date : out DateType, time : out TODType) : boolean
=<
\
-
\
<<uses>> ™~

<<Interface>>
Bus

[MMoad(fileSys : in CF:FileSystem, fileName : in string) : void
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s,ﬁsn Algorithm

« Management Service

— Algorithms include both COMSEC and TRANSEC and are
identified as such by associated tags

— Algorithm identifiers used by the management are the ones
supplied with the algorithm at fill time

— Algorithms only require the basic fill management service
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Algorlthm (cont’d)

<<Interface>>
Manager
(from Fil)

<<inherits>>

<<Interface>>
Manager
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slﬁsn Certificate

« Management Service

— Certificates are used for Integrity and Authentication of files and
blocks of data

— Certificate identifiers used by the management service are the
ones supplied with the algorithm at fill time

« Format of the certificates has not been defined (X.509 is a
candidate)

— Certificates only require the basic fill management service

SCA Technical Overview Day 2 - 24
16 - 20 September 2002



J

TRS

SCA Technical Overview
16 - 20 September 2002

Certificate (conta)

<<Interface>>
Manager
(from Fill)

<<inherits>>

<<Interface>>
Manager
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SJTGHSA Key

« Management Service

— Keys include both COMSEC and TRANSEC and are identified
as such by associated tags

— Key identifiers used by the management are the ones supplied
with the key at fill time

— Supports both Red and Black keys
— Supports key updates
— Keys require an extension of the basic fill management service
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Key (cont'd)

<<Interface>>
Manager
from Fil)

<<inherits>>

<<Interface>>
Manager

"®storeKey(id :in IdType) : void
"®update(id :in IdType) : boolean
"®getUpdateCount(id : in IdType) : octet
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TS Policy

sCA

o Security Policies are used to identify what needs to be
protected.

* |Information contained in the security policies is used to
parameterize policy enforcement mechanisms

 Policies are distributed in XML format
— The detailed format remains undefined at this time

« Management Service

— The Policy Management Service requires an extension of the
basic fill management service

— Policy identifiers used by the management service are the ones
supplied with the policy at fill time
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POIicy (cont’d)

<<Interface>>
Manager
(from Fill)

<<Interface>>
Manager

g etPolicy(id

in IdType) :CORBA::Policy

/

/

/ <<uses>>

A

<<Interface>>
Policy
from CORBA)

AN

AN
AN
N

<<CORBATypedef>>

IdType
(from JTRSSecurity)
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slﬁs‘" Crypto - Control

e Control Service

— Provides interface for creating, destroying and controlling
COMSEC channels

— Channel creation operation provides support for modes and
straps

— Firefly exchange supported

— Supports exceptions for algorithm - key mismatches, assurance
level violations, key expiration, etc.
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CA

JTRS

Crypto - Control (conta)

<<CORBAEXxce ption>>
InvalidChannelld

<<CORBAEXxception>>
D eviceError

<<CORBAEXxception >>
ChannellnAlarm

<<CORBAEXxception>>
UnknownError

/\\ <<US€S>>ﬁ

<<uses>>

\
<<uses>x
\

<<4s|{es>>
/

<<lInterface>>
Controller

createChannel(configinfo :in ChannelConfigType): ChannelldType
destroyChannel(channel:in ChannelldType) :void

getChannelConfig(channel:in Channelld Type,configinfo :outChannelConfigType) :void
™S s tartChannel(channel:in ChannelldType, mode :in string) : void
-stopChanneI(channeI:in ChannelldType, mode :in string) : void
™ resetChannel(channel:in ChannelldType) :void
[™resetCrypto() : void
<<yes>> <<uses>>
<<CORBAStruct>> <<CORBATypedef>>
ChannelConfigType ChannelldType
-type :ChannelType (from JTR SSecurity)
[algorithm :I1dType
[Ekeys :1dSequenceType
EbypassPolicy:IdType
[Ecertificate : IdType
[l&m odes : CF::StringSequence
b roperties : CF::Properties
<<\Lrse\s>>
<<CORBAENnum >>
ChannelType
““C T_SIMPLEX_RX
“4C T_HALF_DUPLEX
““C T_FULL_DUPLEX
~CT_BLACK_SIDE
“*CT_RED_SIDE

SCA Technical Overview
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Slﬁsn Crypto - Encrypt/Decrypt

* Encrypt/Decrypt Service

— Provides the interfaces to the CS/S for encryption and
decryption

— Supports red-red, black-black, red-black, and black-red
— Supports multi-channel and single channel interfaces
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cCA

JTRS

SCA Technical Overview
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<<CORBAEXxception>>| | <<CORBAException>>| | <<CORBAException>>| | <<CORBAException>>
ChannellnAlarm DeviceError InvalidChannelld UnknownError
T\ N <<us£>> /7
<<uses>>\ <<usei>> /<<uses>>

<<Interface>>
MultiChannelSingleSided

-Encrypt(channel ;in ChannelldType, data : inout CF::OctetSequence) : void
-Decrypt(channel ;in ChannelldType, data : inout CF::OctetSequence) : void

‘ <<uses>>

<<CORBATypedef>>
ChannelldType
(from JTRSSecurity)

<<uses>>

<<Interface>>
MultiChannel

-transform (channel : in ChannelldType, bypass : in any, payload : in CF::OctetSequence) : void

<<Interface>>
SingleChannel

-transform (bypass :in any, payload : in CF::OctetSequence) : void

<<Interface>>
SingleChannelSingleSided

Encrypt(data : inout CF::OctetSequence) : void
Decrypt(data : inout CF::OctetSequence) : void

<<uses>> ~ <<u >> ~_S<uses>>
<<CORBAEXxception>> <<CORBAEXxception>> <<CORBAException>>
ChannellnAlarm DeviceError UnknownError

Crypto - Encrypt/Decrypt (conta)
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sCA TRANSEC

« Management Service
— Supports unclassified TRANSEC
— Extends basic fill management service

e Control Service
— Creates and destroys classified TRANSEC channels

« Key Stream Service

— Is the interface waveform applications use to request classified
key streams generated within the CS/S
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CA TRANSEC (onta

<<Interface>> <<Interface>>
Manager Controller
(from Fill)

.:reateTransecCChanneI(configInfo :in ChannelConfigType) : ChannelldType
metTransecCChanneIConﬁg(channel 1in IdType, configinfo : out ChannelConfigType) : void
liestroyTransecCChanneI(channeI :in ChannelldType) : void

\

\<<US€S>>

\

N
<<CORBAStruct>>
ChannelConfigType

[®storeTransec(id : in 1dType) : void E(alegqulgzrm :eIdType
[®getTransecUFill(id : in 1dType, fill : out CF::OctetSequence) : void y-latyp

/
/

/ <<uses>>

<<inherits>>

<<Interface>>
Manager

<<CORBAException>>
InvalidChannelid

<<CORBATypedef>>
OctetSequence
(from CF) /F

<<uses>> \

<<Interface>>
Provider

menKeyStream(channel :in ChannelldType, seed : in any, numBits : in unsigned long, keyStream : out CF::OctetSequence) : void
menNextKeyStream(channel :in ChannelldType, numbits : in unsigned long, keyStream : out CF::OctetSequence) : void
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s,ﬁs‘" Integrity and Authentication

* Used for verifying software downloads, HMI commands,
etc.

e Control Service
— Creates and Destroys | & A contexts based on certificates

« Digital Signatures Service

— Provides interface for hashing, signing and verifying of files and
data
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cA Integrity and Authentication

JTRS (cont’d)

<<Interface>>
Controller

®create Context(certificateld : in IdType) : ContextType
SdeleteContext(contextld : in ContextType) : void

. |
///

/ ‘ <<uses>>

Zd <<uses>>

<<CORBAException>> <<CORBATypedef>>
InvalidContextld ContextType
<<uses=>
S <<uses>>

<<Interface>>
Provider

s ignFile(contextld : in ContextType, fileSystem : in CF::FileSystem, file : in string) : void
SerifyFile(contextld : in ContextType, fileSystem : in CF::FileSystem, file : in string) : boolean
hashData(contextld : in ContextType, data : in CF::OctetSequence) : void
®signHash(contextld : in ContextType) : SignatureType

®erifySignature(contextld : in ContextType, signature : in SignatureType) : boolean

/ N
<<usx,/s>> \

4 N\
/

<<uses>>

<<CORBATypedef>> <<CORBATypedef>>
SignatureType OctetSequence
(from CF)
SCA Technical Overview Day 2 - 37
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Slﬁsn Alarm — Audit Types

o Audit Types

— Defines Alarm information to be provided to audit function
— Based on X.736 standard
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CA

JTRS

<<CORBAStruct>>
RecordType

[Zevent : EventType
[icause : CauseType
s everity : SeverityType
[ZalarmDetector : string
[SseniceUser : string
s erviceProvider : string
[additionallnfo : string

/ \

/<<USGS>>

Ve

<<CORBAENnum=>>
CauseType

2AC_DUPLICATE_INFO
[AC_INFO_MISSING

Alarm — Audit Types (ontd)

<uses>>

i

—

\ <<uses>>

AN
N\

<<CORBAENnum=>>
EventType
INTEGRITY_VIOLATION
OPERATIONAL_VIOLATION

NOAE_
FOAE_
[AE_PHYSICAL_VIOLATION
FOAE_
TAE_

N

SERVICE_VIOLATION
TIME_DOMAIN_VIOLATION

N

[2AC_INFO_MOD_DETECTED
[AC_INFO_OUT_OF_SEQUENCE
[PAC_UNEXPECTED_INFO
[JAC_DENIAL_OF_SERVICE
[2AC_OUT_OF_SERVICE
[UAC_PROCEDURAL_ERROR
[PAC_UNSPECIFIED_REASON
[AC_CABLE_TAMPER
[2AC_INTRUSION_DETECTION
[AC_AUTHENTICATION_FAILURE
[PAC_BREACH_OF_CONFIDENTIALITY
[AC_NON_REPUDIATION_FAILURE
[2AC_UNAUTHORIZED_ACCESS_ATTEMPT
[AC_DELAYED_INFO
[PAC_KEY_EXPIRED
[AC_OUT_OF_HOURS_ACTIMVITY

SCA Technical Overview
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<<CORBAENnum>>
SeverityType

BEAs_
LSAS_
[AS_MAJOR
FeAS_
LeAS_

INDETERMINATE
CRITICAL

MINOR
WARNING
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J

ﬁs Alarm — User Service

<<Interface>>
User

SsignalAlarm(qualifier : in string) : wid

User Service

— Defines interface to be provided by user for alarm indication

— Registered with CS/S

SCA Technical Overview
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sCA

1RS Time

« Management Service
— Provides time interface to CS/S
— Required for TOD seeding
— May be integrated with OE/CF Time Services at a later time

SCA Technical Overview Day 2 - 41
16 - 20 September 2002



J

TRS

Time (cont’d)

<<Interface>>
Manager

"SsetTime(time : in TODType) : wid
' SgetTime() : TODType
 SsetDate(date : in DateType) : woid
 SgetDate() : DateType

/

/

/

/ <<uses>>

%

<<CORBAStruct>>

TODType
(from JTRSSecurity)

SCA Technical Overview
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N
N
N

<<uses>>

N
N

N

<<CORBAStruct>>

DateType
(from JTRSSecurity)
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CA GPS

JTRS

« Management Service
— GPS only requires the basic TRANSEC management service
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TGHSA G PS (cont’d)

<<Interface>>

Manager
(from Transec)

/\

<<inherits>>

<<Interface>>
Manager
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SCA

At Security Supplement Summary

 Requirements defined in the supplement are confined to
the JTRS platform

e Impacts to entities outside the JTRS platform have been
identified
— Infrastructure requirements to support JTRS will need to be
defined in the future which are beyond the scope of the
supplement
* APIs have been defined to support implementation of
requirements defined in the supplement

e Some requirements are still to be defined
— DTD for policies
— Format of certificates
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s,ﬁsn API Supplement

* API Overview
« SCA APIs

« Building Blocks
* API Creation

e APl Summary
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sCA

YRS APl Overview

 An API forms an agreement between two components
on the
— language and semantics used to communicate

— services provided (Service Definitions)
* behavior resulting from invocation of operations

 An SCA-compliant APl is described using IDL and is

formed by inheriting Interfaces derived from previously
defined Building Blocks.
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Sjﬁs‘" Why APIs are Defined in SCA

o Standardized APIs are essential for portability of
applications and interchangeability of devices.

* APIs guarantee Service Provider and User can
communicate regardless of OE or programming
language.

SCA Technical Overview

Day 2 - 49
16 - 20 September 2002



SC

J

A

TRS

Application Program Interfaces

-

Applications

Core Framework (CF)

Commer cial Off-the-Shelf
(CoT9

Non-CORBA Non-CORBA Non-CORBA
M odem Security 1/0
Components Components Components
API \
l[ 1 “ ll” IH ll“ lllI III
Modem Link, Network Security|| Security |[Security| Link, Network 1/10 1/0
Components Components Adapter (| Components||Adapter Components IAdapter|[Components
MAC API [LLC/Network API jTSecurity AP | 1] LLC/Network API j 1/0 Aplj
Core Framework IDL —~ (“Logical Software Bus’ via CORBA)
| 1E 1E | i I F
[ S~ 2 [ SN2 I SN2
CORBA ORB & CF CORBA ORB & CF
Services Services & Services Services &
(Middleware) Applications -] (Middlewar e) Applications  H]
Operating System H | Operating System H
Network Stacks & Serial Interface Services [T Network Stacks & Serial Interface Services [T
Board Support Package (Bus L ayer) Board Support Package (Bus L ayer) B
Black Hardwar e Bus I | Red Hardware Bus
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sCA SCA API Decisions

 Why waveform-specific?
— desire is single API at an interface

— the range and variety of services at the various interfaces, most
notably the MAC and Physical, make a common API for all
waveform applications large and burdensome for resource
constrained implementations

— Building Blocks have been defined to provide as much
commonality across waveform APIs as possible

e Goal is a standard API set for each waveform
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SPA SCA API Decisions (contd)

TRS

* Level of granularity
— Initially, JTRS APIs are defined at interfaces where, in today's
environment, waveform applications can readily be partitioned
for the most porting utility
— starting first with applications, API definitions can grow over
time to encompass reusable components at any level where
reuse is programmatically feasible
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sCA SCA APIs

e |/O

— provides a common audio/data interface at a domain
component containing voice and/or data processing

Security (in Security Supplement)

Network

— provides a component level interface used for waveform
network behavior

Logical Link Control

— component level interface used by waveform applications
requiring link layer behavior (Data Link Service conforming to
the Open Systems Interconnect (OSI) model for networking
systems)
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sCA SCA APIS (onta)

e Medium Access Control (MAC)

— analogous to and fully supports services of the Medium Access
Control sub-layer of the OSI Link Layer model

— provided for waveform applications that have medium access
control behavior (e.g. transmit/receive time slot control in
TDMA, error correction coding control, etc.)

* Physical (Real-time & non-Real-time)

— Real-time provides for translation from bits/symbols to RF and
RF to bits/symbols for waveform transmission and reception.

— non-Real-time provides for initialization and configuration
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API

API| = Service Definition + Transfer Mechanism

Service Definition ~

l

Waveform
> Components

Transfer .,
Mechanism

. _ Infrastructure
Operating Environment (ORB)

Waveform is an application running on
the OE infrastructure
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Sﬁs“ What Is The Service Definition?

J

Y ¥ 4
MAC LLC ’
Physical<:> <i> HNetwork Y Let's Always

(Link 2b)\/|(link 2a) | Agr eed! Send Our Data
ThisWay!

* The service definition is the documentation of IDL,
state, and behavior of the components at a particular
Interface.

e The service definition defines:
« what components do (behavior, state information, and
exceptions),
* how components are accessed (methods),
« what the message parameters are (arguments)
« what the message parameters representations are (structures,
types, formats).
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Example

CORBA Transfer Mechanism

|

GIoP GIOP

GIOP

ORB

TCP/IP

Bus

+

GIOP GIOP GIOP
TCP/IP TCP/IP TCP/IP
Bus Bus Bus

Y

Physical
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YINe
(Link 2b)

LLC
(Link 2a)
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SEA  \hatis aBuilding Block?

« A BB is an abstract element used to provide the

approach and interface definitions for services common
to many APIs.

 BBs are conceptual elements that are used to form
basic elements of APIs.

 BBs are converted into API elements by taking the
abstract aspects of the BB and forming concrete IDL
Interfaces.

 An APl interface is formed by inheriting these concrete
IDL interfaces.

 BBs are used to foster reuse and commonality of
accepted interface designs.
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What is a Building Block?

<<Interface>>
PacketSignals

signhalHighWatem ark(pii orityQueuelD : in octet): void
signal LowWaterM arl(pii orityQueuelD : in octet): void
signalEmpty(): void

ContolMpe

[PayloadType__
<<Interface>>

Packet

maxPayl oadSize : unsigned shott
minPayloadSize : unsigned shott
numOfPriorityQueues : octet

pushPacket(priority : in octet, control : in ControlType, payload : in PayloadType): void
gaceAvail able(priorityQue uelD : in octet) : unsigned shott
enableFlowControlSignalsnable : in boolean): void

enableEmptySignal enable : in boolean): void

£tNum Of PriorityQueuegnumOfPriorities : in octet): void
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Slﬁsn Steps to Create an API

* Reuse an existing API (e.g. all SINCGARS should use
the same API)

« If an APl meets some of the requirements of at an
iInterface but not all, inherit the existing APl and extend.

 If APl an does not exist that closely matches the
requirements, create a new API from the SCA building
blocks.

— APIs and their unique identifier (UUID) registered with a
Registration Body
— Registered APIs may be used by other contractors
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cCA

JTRS

How to Build an API from

Building Blocks.

<<CORBAStruct>>

<<CORBAStruct>>
ExSpreadSpectrum

Stream ControlTy pe

(from Packet BBnew)

N Code : PN CodeType
N R ate : unsigned long
N Offset: unsigned long

ndOfStream : boolean
treamID :unsigned short
equenceNum : octet

<<CORBAStruct>>
XmitPacketControl

-)utputPower_dBm : float

<<CO RBAStruct>>
Rcv PacketControl

-1 oiseLewl _dBm: foat

<<inheri <inherits>>

<<CORBAStruct>>

<<inherits>> TxControlType

<<uses>>

N

<<Interface>>
Phy RealPacketDownStream

\

un sig ned short
unsig ned short

axPayloadSize :
in PayloadSize :
um OfPriorityQueues: unsigned short

<<uses>> \

us hPacke t(p rior ity : oc tet, control :in TxControlType, payload: seq uence <octet>) : wid
paceAvailable(priorityQ ueuelD : inoctet): unsigned short

nable FlowC ontrolS ign als (enable :inboolean) :void

nable EmptySignal(enable :in boolean) : v id

etN um Of PriorityQu eue s(num OfP riorities : inoctet): void

\

<<Interface>>
ExReceiveCommand

| ®#receive(control : RcvPacketControl) : void

<Xinherits>>

<<lInterface>>

PhyR ealDownStream Signals

herits>

<<lInterface>>

ignalHighW atermark(priorityQueuelD
ignalLowW aterM ark(priorityQueuelD :in octet)
ignalEmpty() : void

1in octet)
1 void

DownStre am
PhyAPI

:void

S

<<inherits>>
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ITRS APl Implementation and Use

« Generate Interface Definition Language (IDL); Can be
written in text editor or auto-generated from a model
(e.g. Rose)

 Document and register API.

 Compile IDL with the selected compiler; each ORB
vendor supplies a compiler to convert the IDL for the
selected ORB in a specific language.

 Compile to object file.
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S}ESA MAC Implementation Example
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IDL

Implementation
code files

o

BB
(Model)

Skel

~ @@
GIOP GIOP
R B TCP/IP TCP/IP
Bus Bus
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How the API Is Used

<<Interface>>

MAC API

Downstream.

Pushpacket DownstreamMAC DownstreamMAC
imol.cxx packet skeleton packet stub
ream | —

TCP/IP TCP/IP
Bus Bus

UpstreamMAC UpstreamMAC Upstream.

packet stub P packet skeleton Pushpacket
GIlOP T IOP Timpl.CXX
U p St re a m TCP/IP TCP/IP ~ <<Interfaces>
LLC API
Bus Bus
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sCA Currently Defined Building
- Blocks/APIs

« There building blocks and APIs currently defined as
attachments to the APl Supplement are:
— Packet
— Physical Real Time
— Physical Non-Real Time
— MAC
— LLC
— 1/O
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Sjﬁsn Packet

« Building Blocks that are used for data transfer between
components

* Flow control and priority queueing available in Packet
Interface where needed, other wise the SimplePacket
Interface is enough.

» Error signaling, Stream Control and Time are also
defined
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SCA

\TRS Packet (cont’d)

‘(ControIType
PayloadType_

Packet

E¥maxPayloadSize : unsigned short
EEminPayloadSize : unsigned short
EEnumOfPriorityQueues : octet

®pushPacket(priority : in PacketPriority Type, control : in ControlType, payload : in PayloadType)
WspaceAvailable(priorityQueueld : in octet) : unsigned short

®enableFlowControlSignals(enable : in Boolean)

WenableEmptySignal(enable : in Boolean)

s etNumOfPriorityQueues(numOfPriorities : in octet)

<<Interface>>
PacketSignals

®signalHighwaterMark (priorityQueuelD : in PacketPriority Type)
®signalLowWaterMark (priorityQueuelD : in PacketPriority Type)
®signalEmpty()

Controlype

—
PayloadType_

SimplePacket

E¥maxPayloadSize : unsigned short
E¥minPayloadSize : unsigned short

®pushPacket(control : in ControlType, payload : in PayloadType)
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"-Gﬁs Packet (cont’d)

<<Interface>>
ErrorSignal

signalError(errorDetails : in ErrorAugmentationTy pe) : void

e This is interface is used to asynchronously inform a
connected component of an error
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Packet (cont’d)

<<CORBAStruct>>
TimeType

" dseconds ; unsi gned long
"gnanoSec : unsigned long

<<CORBAStruct>>
StreamControl Type

"¢endOfStream : boolean
"stream! D : unsigned short
!sequenceN um : octet

SCA Technical Overview
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RS Physical Real Time

* Defines an interface for commanding a receiver to
receive
— Parameter is defined by the waveform

— May contain time, frequency, noise thresholds, modulation type,
symbol rate, etc.

* Receive data interface is defined using the Packet BBs

 Transmit command and data are defined using the
Packet BBs
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Slﬁsn Physical Real Time (onta)

<<AP! Building Block>>
RecaiveCommand

®Receive(control : RxCommandType) : void
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JTRS

Control

@HopTimeOfFirstSymbol : TimeType
2numOfSymbols: Long
«*SynmbolsPerSec : unsigned long
w=FrequencylnHz : unsigned double
«=Modulation : Modul ationType

<<uses>> <<CORBAStruct>>

= [l@¥Seconds : unsigned long

Physical Real Time — Example
of Control

TimeType

“nanoSec : unsigned long

<<instantiation=> <<i nstant/i‘\ati on>> <<instantiation>>
<<CORBA Struct>> <<CORBA Struct>> <<CORBA Struct>>
XmitPacketControl RcvPacketControl RxControl

«HopTimeOfFirstSymbol : TimeType
«numOfSymbols : unsigned long
2Symbol sPerSec : unsigned long
2FrequencylnHz : unsigned double
“Modulation: ModulationType
woutputPower_dBm: float

2HopTimeOfFirstSymrbol : TimeType
2numOfSymbols : unsigned long
«Synbol sPerSec : unsigned long
«FrequencylnHz : unsigned long long
“Modulation : ModulationType
“noisel evel _dBm: float

SCA Technical Overview
16 - 20 September 2002

2HopTimeOfFirstSymbol : TimeType
«numOfSymbols : Long
«SymbolsRate PerSec: Long
wFrequencylnHz: Double
“Modulation : Modul ationType
2noiseThresholds_ DBm: long

<uses>> ‘
<<uses>>
\ &<<CORBAEnum>> L - <uses>>
ModulationType
“=AM
=M
wFSK
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|TRS Physical Non-Real Time

* Non-real-time physical layer services provide Service Users with
methods to send non-real-time (i.e. independent of user data
transfer) configuration and control data to the physical layer.

— Antenna Control (switching)

— Transceiver Setup (set receive/transmit parameters that are
independent of modulation type (e.g. output power, ramp time)

— Modulation Setup (set parameters for a particular modulation type)
— Media Setup (e.g. squelch)

— Radio Mode (Off, Standby, Operational, Test)

— Transmit Inhibit (Radio Silence)

— Receive Termination (terminate reception altogether or attempt to
reacquire

— Physical Management (Set min and max transmission unit size)
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JTRS

SCA Technical Overview
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Physical Non-Real Time (cont)

Antenna_Type
]
<<API Building Block>>

Antenna_Control

WsetRxAntenna(Antenna: Antenna_Type) : boolean
WsetTxAntenna(Antenna: Antenna Type) : boolean

L

o L TransParams_Type
<<API Building Block>>

Transciever_Setup

WsetUpReceiverParams(RecvParams : in RecvParams_Type) : boolean
SsetUpTransmitterParams(TransParams : in TransParams_Type) : boolean

[ TransMod_Type- |
<<API Building Block>>

Modulation_Setup

®setUpReceaverModulation(RecvMod : in RecvMod_Type) : boolean
WsetUpTransmitterM odulation(TransMod : in TransMod_Type) : boolean
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At Physical Non-Real Time ontd)

<<API Building Block>>
Media Setup

SsetUpM ediaType(M ediaParans : in MediaParams_Type) : boolean

<<API Building Block>>
Radio_Mode

®setRadioM ode(RadioMode : in RadioMode_Type) : boolean

<<Interface>>
Transmit_Inhibit

SinhibitTransmit(Inhibit : in boolean) : boolean
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At Physical Non-Real Time (conta)

<<Interface>>
Receive Termination

"SdropCapture() : boolean
" SabortReceive() : boolean

<<Interface>>
Physical M anagement
" &maxTU : unsigned short
" omnTU : unsigned short
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sCA MAC

TRS

« MAC Services provide Service Users with methods to
send non-real-time control and data between software
resources and methods to signal the Service User that
an event has occurred.

— Channel Access (configure a net access algorithm)
— Channel Error Control (enable, disable)

— MAC Address (set the MAC address)

— Drop Capture (terminate and reacquire)

— MAC Common Utility (HMI parameters)

— QoS (e.g BER)

— TRANSEC (unclassified)
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s".c“sn MAC (cont’d)

* Real-time control and signals are communicated via the
packet interface.

« The MAC Building Blocks are intended to support at
least the following Waveform APIs:

— Demand Assigned Single Access/Demand Assigned Multiple
Access (DASA/DAMA)

— Have Quick

— HF Automate Link Establishment (ALE)
— Line Of Sight (LOS)

— SINCGARS

— VRC-99

— Wideband Networking Waveform
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ﬁsn MAC (cont’d)

<<API Building Block>>
ChannelAccess

WsetAccessParameters(Parameters : in AccessParameterType) : boolean

. ]
<<API Bui | di ng Bl ock>>
Channel Err or Cont r ol
®set Channel Error Control (ErrorControl : in ErrorControl Type) voi d

AddressType |
]

<<API Building Block>>

MACAddressing
®bindAddress(address : in AddressType) : boolean
SCA Technical Overview Day 2 - 79
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TGBSA MAC (cont’d)

PowerModeType ‘

[ChannelModeType.
<<API Building Block>>

MACCommonUtility

@maxTU -unsigned long
EZminTU : unsigned long

®activateChannel(PresetNum : in short) : boolean
®setRFPowerControl(PowerMode : in PowerModeType) : boolean
¥setMode(ChannelMode : in ChannelModeType) : boolean
getMinTUMINTU : out unsigned long) : void

RgetMaxTU(MaxTU : outunsigned long) : void

<<Interface>> <<API Building Block>>
DropCapture QualityOfService
@dropCapture() : boolean $readQOS(QOS : out QOSType) : woid

®setQOSParameters(QOSParameters :in QOSType) : void
®enableQOS() : void
VdisableQOS() : void

SCA Technical Overview Day 2 - 80
16 - 20 September 2002



JTRS

SCA Technical Overview
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MAC (cont’d)

‘7777‘\

FillType ‘
| SeedType

FillDType_

<<API Building Block>>
TRANSEC

EmaxFILLLength : short
EYmaxSEEDLength : short
Bzeroized : boolean = false

-IoadFiII(PresetNum in short, Fill : in FillType) : boolean
.readFiIIID(PresetNum > in short, FillID : out FillIDType) : void
.IoadSeed(SeedNum :in short, Seed : in SeedType) : string
.readSeed(SeedNum :in short, Seed : in SeedType) : string
 Szeroize() : boolean
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sCA LLC

TRS

e The LLC interfaces are based on the Data Link Provider
Interface Standard (DLPI) standard

 The Connectionless and Acknowledged Connectionless
Service Interfaces are currently defined

« Services currently undefined

— Connection Oriented

* The Local Management Interfaces support a connection oriented
service, only the service itself remains undefined

— QoS
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<<CORBAStruct>>
DLSAPAddressType

Fsap : unsigned long
| gaddress : CF:OctetSequence

SCA Technical Overview
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<<uses>>

<<CORBATypedef>>

OctetSequence
(from CF)

LLC — Types

<<CORBAUnion>>
PacketErrorType

FgusageError : ServiceErrorType
| gerrNo : unsigned long

<<uses>>

<<CORBAEnum>>
ServiceErrorType

" @ERROR_INVALID_STATE

| ¢ERROR_UNSUPPORTED

| ¢ERROR_BAD_ADDRESS

" GQERROR_BAD_CORRELATION
| ¢ERROR_NOT_ENABLED

| QERROR_TOO_MANY

| @ERROR_NO_ACCESS

| ¢ERROR_BOUND

[ WERROR_NO_AUTO

" ¢ERROR_NO_XIDAUTO

| ¢ERROR_NO_TESTAUTO

| ¢ERROR_BAD_DATA

| ¢ERROR_NO_ADDRESS

| @ERROR_BAD_SAP
"@ERROR_BAD_QOS_PARAMETERS
" QERROR_UNDELIVERABLE
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"-GBSA LLC — TypeS (cont’d)

e SAP = Service Access Point

— Used for mux/demux between LLC and Service Users (e.g. IP
and ARP)

SCA Technical Overview Day 2 - 84
16 - 20 September 2002



SCA

JTRS LLC — Local Management

« Supports Information reporting, binding,
enabling/disabling of multicast addresses and turning
on/off promiscuous mode.

* Once a connection has been established between the
Service provider and the Service User, these primitives
initialize the layer, preparing it for use.
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LLC — Local Management (onta)

<<CORBAEnum>> <<CORBAEnum>>
PromiscuousModeType SeniceModeType
" &PM_PHYSICAL "&SM_CODLS
| @PM_SAP | &SM_CLDLS
L @PM_MULTI [ &SM_ACLDLS
<<CORBAEnum>>
StateType

| GSTATE_UNBOUND
| STATE_IDLE

| USTATE_DATAXFER

FSTATE_UNATTACHED

| QSTATE_UDQOS_PENDING

| (JSTATE_OUTCON_PENDING

| GSTATE_INCON_PENDING

| (STATE_CONN_RES_PENDING

| QSTATE_USER_RESET_PENDING

| QSTATE_PROV_RESET_PENDING

| QSTATE_RESET_RES_PENDING

| (STATE_DISCON_PENDING_OUTCON

| (STATE_DISCON_PENDING_DATAXFER
NSTATE_DISCON_PENDING_USER_RESET

| STATE_DISCON_PENDING_PROV_RESET
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aA

<<CORBAStruct>>
BindRequestType

w’sap : unsigned long
wmaxConnectionind : unsigned long
wseniceMode : ServiceModeType
wisListenStream : boolean
wsautoXID : boolean

wsautoTest: boolean

LLC — Local Management (onta)

<<CORBAStruct>>
InfoType

wcurrentState : StateType

wsmode : sequence <ServiceModeType>
wbroadcastAddress : CF::OctetSequence
waddress : DLSAPAddressType

R

~ /

N

<<uses>>

\\ <<uses>> N

- / \

16 - 20 September 2002

‘ <<uses>> -~ / <<uses>> \ N
e ¥ \ B
SeniceModeType State Type OctetSequence DLSAPAddressType
(from CF) (from LLC)
KUSESs-~~ /7
/
/
/
<<CORBAStruct>>
BindResponseType
wsapAddress : DLSAPAddressType
wmaxConnectionind : unsigned long
wsautoXID : boolean
wautoTest : boolean
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ThS LLC — Local Management (ontad)

sCA

<<CORBAStruct>>
DLSAPAddressType
(from LLC)

F
N

<<uses>>

<<CORBATypedef>>
OctetSequence
(from CF)

A

<<USJS>>

<<CORBAEnum>>

PromiscuousModeType

7

<<uses>>

<<Interface>>
Provider

E¥maxTU : unsigned long
E5minTU : unsigned long

®unbind(connectionID : in string) : void

®yetinfo(connectionID : in string, info : out InfoType) : woid
®hind(connectionID : in string, bindReq : in BindRequestType, bindResp : out BindResponseType) : void

WsubsBind(connectionID : in string, address : inout DLSAPAddressType) : void
SsubsUnbind(connectionID :in string, address : in DLSAPAddress Type) : void
SenableMulticast(connectionID : in string, address : in CF::OctetSequence) : wid
SdisableMulticast(connectionID : in string, address : in CF:OctetSequence) : void
SenablePromiscuousMode(connectionID : in string, level : in PromiscuousModeType) : void
SdisablePromiscuousMode(connectionID : in string, level : in PromiscuousModeType) : woid

<<Interface>>
User

E¥connectionID : string

S

<<Q§€S>>

<<CORBAStruct>>
InfoType

SCA Technical Overview
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|
<<uses>>

\/

<<CORBAStruct>>
BindRequestType

\<%S es>>

<<CORBAStruct>>
BindResponseType
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At LLC — Local Management (ontad)

: ApplicationFactory| | DLS Provider : DLS User: DLS User DLS Provider DLS User : User DLS Provider :

Resource Resource Downstream : Port Upstream : Port Provider

1 g*etPort(name ;in stri‘ng) ‘ ‘ ‘

T 2: getPort(nanTe Jin string) | ‘

\
\ - \

T 3: conJectPort(connectioL :in Object, name :in string) ‘ . . ‘
i 4:=connectionID(ID : in st{lng)
1

5: getPort(name 1in string)
1

gl

T 6: getPort(nan%e Jin string)

|
|
|
| L

Invoke bind opération upon
configuration ofithe DLS User with

T 7: connectPort(cm“mection 1in Objecr, name :in string)

connectionID attribute setin step
| | T | |
9: configure(configProperties : in Properties) . . ‘ . . . V . ‘ ‘
i \ 10: bind(in|string, in BlndReque%tType, out BlndResﬁonseType)
T | | | |

SCA Technical Overview Day 2 - 89
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sCA LLC — Connectionless

JTRS

« Defines an API for a data transfer service without
guarantee of delivery.

« Typical use would be as the interface between a
waveform link layer or Subnetwork Dependent
Convergence Function (SNDCF) and IP.
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ThS LLC — Connectionless onta)

J
<<CORBAStruct>> <<CORBAStruct>>
RequestHeaderType IndicatorHeaderType
sedestinationAddress : DLSAPAddressType ZdestinationAddress : DLSAPAddressType
«priority : unsigned long &sourceAddress : DLSAPAddress Type
\ &lisGroupAddress : boolean
\ /
\ /
\ <<uses>> /
\ /
\ /
\ / <<uses>>
\ /
N ¥
<<CORBAStruct>>
DLSAPAddressType
(from LLC)

&sap : unsigned long
waddress : CF::OctetSequence
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At LLC — Connectionless (onta)

EntrolType \
‘_PayloadTypei |
<<API|Building Block>>

Packet

(from Pac ket)

axPayloadSize :unsigned long
inPayloadSize :unsigned long

ushPacket(priority : in octet, control :in ControlType, payload :in PayloadType) : void
paceAvailable(priorityQueuelD :in octet) : unsigned long
nableFlowControlSignals(Enable :in boolean) : void

nableEm ptySignal(Enable :in boolean) : void

etNum OfPriorityQueues (num OfPriorities :in octet) : void

A

<<instantiatesT>

<<Interface>>
ProviderQueue

axPayloadSize :unsigned long
inPayloadSize :unsigned long

ushPacket(priority : in octet, control :in RequestHeaderType, payload :in CF::OctetSequence) : void
paceAvailable(priorityQueuelD :in octet) : unsigned long

nableFlowControlSignals(Enable :in boolean) : void

nableEm ptySignal(Enable :in boolean) : void

etNum OfPriorityQueues (num OfPriorities :in octet) : void

“<<uses>>
<<uses>>
A N
<<CORBAStruct>> <<CORBATypedef>>
RequestHeaderType OctetSequence
(from CF)
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At LLC — Connectionless onta)

l ControlType \
_PayloadType___ |

<<API Building Block>>
Packet

(from Packet)

B=maxPayloadSize : unsigned long
ESminPayloadSize : unsigned long

WpushPacket(priority : in octet, control : in ControlType, payload : in PayloadType) : wvoid
s paceAvailable(priorityQueuelD : in octet) : unsigned long
WenableFlowControlSignals(Enable : in boolean) : void

WenableEmptySignal(Enable : in boolean) : void

s etNum OfPriorityQueues(num OfPriorities : in octet) : void

<<instantiatesi\>

<<Interface>>
UserQueue

G&maxPayloadSize : unsigned long
ESminPayloadSize : unsigned long

SpushPacket(priority : in octet, control : in IndicatorHeaderType, payload : in CF::OctetSequence) : void
s paceAvailable(priorityQueuelD : in octet) : unsigned long

WenableFlowControlSignals(Enable : in boolean) : void

e nableEmptySignal(Enable : in boolean) : void

s etNum OfPriorityQueues (numofpriorities : in octet) : void

<<£es >> <<uses>>
L \/
<<CORBATypedef>> <<CORBAStruct>>
OctetSequence IndicatorHeaderType
(from CF)
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At LLC — Connectionless (onta)

<<Interface>> <<Interfe}ce>>
ProviderQueue PacketSignals
(from Packet)

-signaIHighWatermark(priorityQueueID . in octet) : void
| ®WsignalLowWaterMark(priorityQueuelD : in octet) : void
" ®signalEmpty() : void

<<Interface>>
Provider

SCA Technical Overview
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ThS LLC — Connectionless onta)

<<Interface>>
PacketSignals

(from Packet)

<<Interface>>
UserQueue

WsignalHighWatermark(priorityQueuelD :in octet) : void
WsignalLowWaterMark(priorityQueuelD : in octet) :void
WsignalEm pty() : void

<<Interface>>
User

WsignalError(destinationAddress : in DLSAPAddressType, error : in PacketErrorType) : void

I<USEes~-~
e AN
s \
4 <<uses>> N\
<<CORBAStruct>> <<CORBAUnNion>>
DLSAPAddressType PacketErrorType
(from LLC) (from LLC)
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SGA LLC — Acknowledged
JTRS Connectionless

* Defines an API for a data transfer service between peer
Service Users with in-sequence guarantee of delivery.
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<<CORBAEnum>>
StatusType

LSTATUS_OK
WSTATUS_NO_SERVICE
STATUS_SDU_NOT_SUBMITTED

R LLC — Acknowledged
Connectionless conta)

<<CORBAStruct>>
ReplyHeaderType

czcorrelationID : unsigned long
gesourceAddress : DLSAPAddressType

eSTATUS_SDU_NOT_REQUESTED <<us4é;>>
eSTATUS_INTERFACE_ERROR /
@STATUS_PROTOCOL_ERROR
GSTATUS_PERM_IMP_ERROR <<CORBAStruct>>
GISTATUS_TEMP_UNAVAIL DLSAPAddressType
eSTATUS_TEMP_IMP_ERROR (from LLC)

7 =

<<uses>> <<\us§>>
<<CORBAStruct>>
RequestHeaderType

capacketindicator : PacketindicatorType
gzcorrelationID : unsigned long
gadestinationAddress : DLSAPAddressType
gasourceAddress : DLSAPAddressType
gapriority : unsigned long
gauseAckServiceInMAC : boolean

AN

<<CORBAStruct>>
IndicatorHeaderType

¢2packetindicator : PacketindicatorType
gzdestinationAddress : DLSAPAddressType
gesourceAddress : DLSAPAddressType
capriority : unsigned long
gauseAckServiceInMAC : boolean

<< >>
. <<uses P

24

<<CORBAENnum>>
PacketindicatorType

:P1_ONEWAY
&Pl_TWOWAY

SCA Technical Overview
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SGA LLC — Acknowledged
JTRS Connectionless (onta)

comvorvee

| ControlType |

_PayloadType__ ____ J
<<API Building Block>>

Packet

(from Packet)

B=maxPayloadSize : unsigned short
E=minPayloadSize : unsigned short

o ushPacket(priority : in octet, control : in ControlType, payload : in PayloadType) : woid
s paceAvailable(priorityQueuelD : in octet) : unsigned short

e nableFlowControlSignals(Enable : in boolean) : void

e nableEmptySignal(Enable : in boolean) : void

s etNum OfPriorityQueues (num OfPriorities : in octet) : void

T
<<instantiates>>

<<Interface>>
ProviderQueue

B=maxPayloadSize : unsigned short
E=minPayloadSize : unsigned short

®WpushPacket(priority : in octet, control : in HeaderType, payload : in CF::OctetSequence) : void
s paceAvailable(priorityQueuelD : in octet) : unsigned short
®WenableFlowControlSignals(Enable : in boolean) : void

WenableEmptySignal(Enable : in boolean) : void

s e tNum OfPriorityQueues (num OfPriorities : in octet) : void

<uses>>

WA
<<CORBATypedef>>
OctetSequence
(from CF)
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SCA LLC — Acknowledged

ITRS Connectionless (onta
ECOHUMTVDG \

‘_PayloadTypei 7‘
<<API Building Block>>

Packet
(from Packet)

E¥maxPayloadSize : unsigned long
E2minPayloadSize : unsigned long

®WoushPacket(priority : in octet, control : in ControlType, payload : in PayloadType) : void
WspaceAvailable(priorityQueuelD : in octet) : unsigned long
®enableFlowControlSignals(Enable : in boolean) : void

®enableEmptySignal(Enable : in boolean) : void

s etNum OfPriorityQueues (numOfPriorities : in octet) : void

<<instan‘tiates>>

<<Interface>>
UserQueue

E¥maxPayloadSize : long
E2minPayloadSize : long

®WoushPacket(priority : in octet, control : in IndicatorHeaderType, payload : in CF::OctetSequence) : void
WspaceAvailable(priorityQueuelD : in short) : short

®enableFlowControlSignals(Enable : in boolean) : void

®enableEmptySignal(Enable : in boolean) : void

s etNum OfPriorityQueues (numofpriorities : in short) : void

f@es >> §<l§es ==
<<CORBATypedef>> <<CORBAStruct>>
OctetSequence IndicatorHeaderType
(from CF)
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LLC — Acknowledged
Connectionless conta)

<<Interface>>
ProviderQueue

<<Interface>>
PacketSignals

(from Packet)

<<Interface>>
Provider

Day 2 - 100



SGA LLC — Acknowledged
ITRS Connectionless (conta)

<<Interface>>
PacketSignals

(from Packet)

<<Interface>>
UserQueue

<<Interface>>
User

®pushStatus(correlationID : in unsigned long, status : in StatusType) : void
®pushReplyStatus(correlationID :in unsigned long, txStatus : in Status Type, rxStatus : in Status Type) : void
®pushReplyUpdateStatus (correlationID : in unsigned long, txStatus : in Status Type, rxStatus : in StatusType) : void

®signalError(error : in PacketErrorType) : void

<<CORBAEnum>>
StatusType
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/10O

e The I/O building blocks provide the following Services:

I/O Control: This building block provides the mechanism for the
service user to control the operation of the 1/0 Device.

Audible Alerts and Alarms: This building block provides to the

service user the ability to define and generate audible alerts
and alarms to the operator.

I/O Configuration: This building block provides startup and
runtime configuration of the device as necessary.

I/O Signals: This building block defines the signals that the 1/0
device will generate.
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ioControlTyp

<<API Building Block>>
IOControl

.)arameters : ioControlType
[ xActive : boolean

[ 20leRTS/CTS(Enable : boolean) : void
lscCTS(CTS : boolean) : void

toneProfileTyp

|/O (cont’d)

configurationType

<<API Building Block>>
I0Configuration

-configuration : ConfigurationType

<<CORBAStruct>>
BeepType

<<API Building Block>>
AudibleAlertsAndAlarms

-frequencyInHz > unsigned
lcurationinMs : unsigned

[l rcate Tone(ToneProfile : ToneProfileType) : IdType

ttartTone(ToneId : [dType)

topTone(Toneld : IdType)
-stopAIITones()

-createBeep(Beep : BeepType) : IdType
-sendBeep(BeepId : [dType)

— > <<CORB AType def>>
IdType

<<Interface>>
IOSignals

si0naRTS(RTS : boolean)
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gCA Waveform APIs Defined during
e JTRS Step 2A

* The following waveform APIs were defined during JTRS
Step 2A using the API building blocks
— Have Quick
— SINCGARS
— HF ALE
— LOS (FM, AM)
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SCA

RS APl Summary

 An APl is a definition and standardization of common
Interfaces between functional partitions of an SCA
Application

* APIs guarantee Service Provider and User can
communicate regardless of OE or programming
language

o Standardized APls are essential for portability of
applications and interchangeability of devices
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